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^rtb DES <S^H1 #3 8 aM#3. #^7l nfl-g-ofl ^^a-I 

7]- mi>s^i Stir di5.1- ^^sf^l-^ <#Jl2|- « 0 >^ ^ #*1# ^^dl ZL 

<y^^olE^l- ^1^1; #71 ^ tH^l efl^liE!^ #7) 

efl^l^El^El zj-zj-fi] 32*1 eo} c-}He1 M-t- ^j|lA>ol3s| ^2*\o]*\ 

^o\] JEcfls. ^^a]^ 821-^=^ ^SSj- ^*8*Hr ^12^7^1; ^ ^7l 2^7jlS^f 

Bl^l 32«lMSl c-flolEl* AA^&r #3 31*1^11- ^> 

^ zj-zj- 8*UM £rHfl*M ^13^ Tim 0 1^°1^1^-. 



[tfla.S.1 

£ 6 

[^o]ol] 

<33 ell^l^E-1, wis! 3l*liE-1 ( AHsi S-Box *l€r^-, 

P-Box 
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^}°}^\ If °l-g-tr ^-J:^- «^ ^ ^{Encryption method and 

device using data encryption standard algorithm} 

Hl£- DES ^Jisl^-g- ^^*f7l ^tr 

H2^r iiS7l(Subkey)» iJ-^Kr ?1 i?fl#(Key Schedule)* ^tr 1-^ 

51, 

£3£- ^^H^ DES 2<>}Sl o>7l^^«q- S-Box^ ^Mltr 

5L4^r 3^7^] nfliiS. Sfol ^5]-o] D ES oHaj^^ ^ M"^tfl^ 1^51, 

515a^r «Ji&aJtl DES 3o} c>7ie}^# q-Efiflfe Ir^S, 

£5b^ 2^7}] p>o]a.^. 3}-olse]-<y DES 3.°}$] ^>7lH)^# M-tq-vfl^- 

516^r nfla.^. S^-o] HeJ-ol^ n}o]3.5. ^o] a^o] ^r-§-tr DES °|- 

7l^^SJ 1351, 

517£: ^H*) ^Itb 1351, 

*\&*t 71 ^Tfl-^eKKey Scheduller)^ ^ r 7l^^» M-^tfl^ 

1351, 
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5-9^ nfla.^ ixfol n^o]a!|- u>o]a.^ Tzfoj sef-o] ^-Si^. Af-g-tb DES °> 

5U0£r Afo]^ ?1 ^Tfl^e^ ^ &X\J£ v+Ej-iflfe EH*8-£, 

3E.ll£: m^SLS, ^5)^ 3^1 <|3i BM=e]-°]«IH ^^ 7 }^°] 16^ 

= DES o>?]^^^ ^- ^-^o] 8 e}-g-j= DES ^¥-§- ^l^t!: £^ , 

5112-b #Hfl7l^Sl 16£)-^r= DES o^l^-I- ^HHl*! 



610 : Q^r *\*\ 31*1^ 620 : ^ eflxl^Ei 

631, 634 : 633 : ^ 31*1 ^ 

636 : -£-g-^r 31*1 ^ 640 : #^ eflX|iB| 

650 : ^-g-^ Bjsj 5)1 ^l^E^ 



^Mltb ^1 
l^o] 7l^^o> ^ zl £-o>o} ^eil7l#) 
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<20> E-flo]El a^CDES : Data Encryption Standard, °l* r DES^ 

W) 7H]- ^e) iiolji 01^ oj-jrsj. i&^JLS. iflE^ A>-g-o] ^7>^-°ll trf 

5} 3 #^^r 7>ji &t}. ^1, iL*> <?lEi^ -§~g-°m %m Ai^q- ?flol^ 

<2i> DES^ 64«lM 1:^^ <y ^ ^ #^-gr 7}*1^ 64*11 o^o^, 64 

71 1-3} ^ 56*1 M7> GJ-JLS)- ^ ^-JlsHl AV-g-^^L, 14^^ 8*11^ 311 5]^ 3^} 
-8-6.S. £tr. 64tilS^l ^^-(Plain Text) 56*1^ 7l(Key)# 

3. *JM 64^1 (Ci per Text) 1^* #^>tt <&3L$- »<t*\°]t)-. 

<22> £1^ DES "SJLBl^* ^^^>7l ^tb 

<23> ^71 J£l,§- %r2.*r^, #2fl7l#^l <y-l^ ^"^1^1 <£JI&)^ ^ 64*1 5§ 

(Plain Text) -I^-g: 27l *1$KIP : Initial Permutation)^ ^l^* ^ S S^>^ 2. 

71*1^(110)2}-, ^M^l #71 ^1^(110)^ 64W1EO] -ag}^ ^-711^ 32*11 -Ir^iH 
^o] ^^^( Li)S q. ^.^^(Rj)ofl 7-1 ^>ji A>ol si (Cipher) ^ fl 
16£l~gr=£) § (Product Transformation)^ ^^^^(Lj)^ iL^^CRj )# ^ 
o.jcpj.^ jujg-^a} 165 ^o.co) m.^ (Block Transformation)^- ^r^}^ 
71^-^^(120)51-, 16B}-£ = ofl ^€ #*g°l ^ «^27l ^^(IP" 1 )^ 7i*H oj-jr 

3r€ tfJL^-CCipher Text)* #^*Rr 327l*l^-(130)l 
<24> ^-71 7l^-<a^(120)^MiSl ^ ^71 271*1 «:^(110)«1H ^ °] ^ 32*1! 

o} j2.s^^^ (r . )o11 c-llolEi!- 71 ^^(Key Schedule)^ S1MH 

^.S7l(Subkey) f-^1 «9 3*1^*1 <£^-§- ^SRr *}o]ji\ 

(f)(121)^-, <#7] a}o)*\ ^ fsl &^&^(L 
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<25> #7l ^ ti.-^o}«-(i22)2l 32tJlS^i HH^fe -2-^^(R i+1 Hl 

^"71 ^.^^^(Ri)ofl 32*1^ HHEiir cf^- = 3 ^^(L i+1 )°fl 

(Swapping)sH <&x\ro] ^o] 

^. 

<26> 2,7]^^(110)# 7^ 64^1^^ ig§.(pi a i n Text) M-^^ ^31*1 

<27> 1] 

Li = Rj-i i=l,2 16 

<28> [^*Jv£) 2] 

Ri = Li-i ® f(Ri_i, Kj) i=l,2 16 

< 29 > j£ 2 ^ Ji^KSubkey)* ?1 ^?fl#(Key Schedule)* -g^SM ^tb 1-^ 

<30> ^7} £2» ^-S^r}^, ?1 i7))ff 56«1S^ 7l(Key)l- *l^Rr 

^^(PCl : Permutation Choice l)(200)$h ^7) ^^-f (200H *1*HeI 56 

wlM^ 28W]M^ ^ *3 ^-Pf^H ^ Co*r D 0 °fl T^sj-Jl, ^ Cj^ Dj^l 

(i=0, 1 15) t^sJ z)-zj- Q^SLS. tb^>e) 4^J=*Hr 

% ^24=1^^(220, 230)2}-, <#7] afll ^ ^124^-^2] 4l^E^ 28*1 S<3} ^ 1:^* 
cf* ^*=S1 ^ C i+ i^ Di+i^ ^^M. Cj^l- Di«fl(i=l,2 , 16) 28 
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tijEo) ^l2^^^«.(p C2 : Permutation Choice 2)(240)S 48«lJ=^ 

<3i> 16^^. C;2]- Dj^b 28*}5] 4^SE7l- S\o] c 0 ^ Ci 6 ^ejol D 0 ^ Di 6 -& 

<32> £3^- <y a}^ ol DES 3.°}4\ °}?) ^2}- S-Box^ >M tb 1: 3 S°l ^ . 

<33> ^>7l £3# ^S*}^, DES 3<5}^ 32ti]E^ Qj^M 1-3* 7^^>J7 oi^ ^.€-^^1 

^l^Ej(R(i-l))S.^-El 32*1^ cflolE-11- °j^«l-o> 48*1^21 cflolElS. ^ ^l^sfe 
^1^(310)2}-, ^"71 SHJ-*lJ&^-£j 48*1 J=<>] tflolEil- ^^w>ZL 7} i?fl^(Key 
Schedule)^^ iS7l(Ki)# °d^^> nflE^ fee]^ <2^* ^<8*Kr 
oi^^a] u.-^.o>«-(320)a}-, #7l ^^ = ^1 u.-j$.o>W-(320)^^-E^ 48*1^2} k\]o)b] 
* 32«1^^ cflolEis tfl*l ^SKr S-Box (330)2]-, <#7] S-Box *l$H?-(330)3 

32*1 S<>] ^H^l* ^a} §e>^ p-Box *1 $-¥-(340)2]- , ^7l P-Box ^l^-a] 32«lM^ 

c-iioie^ -a^3i*ii£UL(i-i)H 32hie^ oflojEi* «g^^> 

e]^-*Rr oi^^sAly.-^.o>«.(350)# ^y]*Vc}. 
<34> 71 >i?fl§(Key Schedule)^- ^l^Hd^CPCl : Permutation Choice l)(360)a.3.JfEl 

56*13=2] 71 (Key)* <33«>o}Ai 28*1^.2] ¥ #^5. MnroH ^ 
SEfe- ^M-BH 4=]SH*Kr ^^^-(370, 380)2]-, #7] 28*13=2] ^ 1-§1^- ^^a]^ 48 
wlM2] Ji^l* ^ll2^1$^l^-?-(PC2 : Permutation Choice 2) (390)* ^ltr 1 } 

<35> o.s, #7] S-Box *1^tt 48*13=2] °m^r rtro}*\ 32*1 J= 2] #^-§r a^*]. 
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fe 8 S-BoxS. ^, 48«1M^ eflo}E^ 8 7fl<q 6^1 e cflo]E^ ^ 

8 71]^ S-Box°fl °1 8 7fl^ S-Boxl-^: 8 7fl£l vflJi^ 48 w] 

e^- #<?M. S-Box *l^(330)fe 3] °] ^ ^--^ (Look-up) ^ °- 

S.^ SS^^7^ feel ^5fl°l(PLA)M- -§-(R0M):4 ^ ?1 # ^^.S. 6^1 M 

o) oj^ofl tflS}o} 4«U=1- #^*>7l iifl^-ofl z| S-Boxfe 64 X4 ^ 7l ^ -g-^o] ^^]-^ 
87fl^ S-BoxS. 8 X64 X4S] 7}^^%]7\ 3£&.?>\t\ . tcj-ef 

^ ^*)13 o.S. =|HH ^l^>fe ^ajo] >£tfl3 0.5. 3.t\- 

-4°lSEKl£r ^-g-slfe eflt^l nl-ef ^^.(Micro) sfo] ^^o]^ nfla.3.(Macro) 

<37> n}^, p>ol^s s|-olse}.o]^- DES 20} *>*ll^ ^^^1 16 °1 cgA].^. ^o] 

Sef^s}- *>fe 3} IS. s|tfl I6^:7^l7>xl 7>^*>rf. M ^Tfl sHH^-g- ^>-§-*>^ M 7fl^ 

yl^^- ^Hl <a-Jl^- * ^ 5U<H ^Bl^-^«l7> M till #7>*V4. ZLEiM- ol 

^ M 711^1 7l£- <S^f7> -^aHI ^^51 71 nfl^-ofl ^o^fe B} ^ ^ (Content ion) 
^-^1* z\*}7] M 7fl 31 S-Box *mJf7> ^jl^t}. S-Box *]«JM ^7>^ 

^£.5. ^Itb #7>sq- M 3H1 #^&°1 M #711 ^M^oi^. 16 a>°1# 

31 ell °1 fi*l (Latency )# 7^cffe 5-*H3°l ^W-. 
<38> £4fe 3^:741 nfliELS sH^el-o} DES o}?}^^<z\- q-EHlfe- ^^£o]4. 

<39> ^-71 S.4# , 3^:711 ^113.5. sfo] asl-o] DE s o}?]ig\^^ ^ ^ ^#(FIF0)3l 

^^s. «a^£lfe 64*1^31 3HE1-I- zj-zj- 8 7flsl <ysl B]5il Bfl^l^iE-K Input Buffer 
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Register : IBR, <>}*} iBRolej- W)°fl o_s. *i#*Hr*fll#3lsK #7] IBR^l 

=H 5^ 64«1eo] jg^. ^.^^ og^^vo> DES 3oft -f-*H oJ-Jls). 
64 <y-J:-g~i- #^*Hf- ^12^^] #7l DES i^rS.-^ 64«1 Efi] ^JiL^-i- 

«>o> ^^^1#(FIF0)^ #3*rfe 8 7fl<5] ^ tt]^ elMl^Ei (Output Buffer 

Register : OBR, °M OBR^ ^^^Wb *ll3#7ll5. o]^6\^ m 

<40> ^°}E.^912\ ^7)^ ^ %% ^l^-^f DES ^^1?> # 

<4i> DES <$i$z\^ DES ^o>^.cf£ DES 3^} #*fl a]^ 

H ^<HH ^Jgcf. LilE^^ofl A>-g-5)ir DES^ ^-f ^S7l ^ ^-2:7]^ J) tfl 
^£ ^ fiJJf iil *W.33. S^H^l ^ £ = o_ ^sfl^lcf.^ti]:^ o.s. DES 

°fl ^-t^xr ^^^f. =L^^- DES 3o} ^-^-^ Al^efloilAi cflolE^ tfl^ w> 

ol^(8til cf^s. o]^£)b} DES 3^}^ 64W] M o) 03^ EflolEi-I- 64W1S.S #;£SJ-SM 
#^*>7l *fl^-°fl, 8 7fl^ <?J^ wfolES-^. j2.o>^ DES S<>H) 31*1 
^(IBR)^ 64^1^51 DES #3# w>o]e t^s. ^i^l ^ #^ iSfl^l^ 
(0BR)» A}-g-*M 8 #3 A>ol# ^..oj. dlolE-1 5L^# 

<42> ojAj-oflA-] ^Hfl^l *} 0 l3.5- 2|-ol H5}^1 ^2:^ Sj-o] H^o] 

*H ^ji, DESofl <y#^£l^ ^-£7> ^rf^ -g-*fl^°l oicf. 

[^-rgol ol^.j7*> ^ 71 ^1] 
<43> ^o. ^4 ^ ^sfl7l#2l §-^1^^- ^^>7l 
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<44> Aj- 7 ] ^*>7l 3)f>W ^s}- «J-^^8r ^o]Ei If ofcSLSj- I^E] 

^ ^l-g-t!- *<HH1 5&°H, 64«)M^ tlMEi-I- 87)1 S. ^>^^-S. 

8«lE4jj <y^«>o> af|i#eH tt}-E)-^| 3}^ <$^ v\s£\ ^x)^si\. _$_-E-^r eflxl 
iEil ^ 32*UM o^ciHBi-I- 4*3 *M ^SHr ^11^1; ^"71 ^ wl^j 

2^1; ^ #7] 2^7)1 S-^-Ei^ 32«1M^ cflo]E^ wjjf) efl^&l^ ^ 

^ efl^^EH- i§-*}a) zfzj- 8 wlS^ ^rHfl^H #^*Hr ^13^7^1# 3E.^-«H 

<45> o-|*}, ^-tgol 7l# £-<>HH *}-7} ^<*j 7] 

<46> S.5a^ "g^ 4 ?! DES 36} o>7lQJ^l- M-Efifl^ ^SoI^l, £5b^ 7]-^ 

o>olHS. DES ^0}°] o>7]^j^» ^E}vfl^ l-^£o]rf. 

< 47 > Aj- 7 ] £5a» %S*>^ , DES :2°HM^- 2,7] *]?hi- 7]^1 32H]M£l 3g°. 

^ 7flol L 0 ^4 Ro7> ^ #^611 ^«fl Sfl^l^oll T^S]^ A>o] 3] ^ 

38-11 



1020000032173 2000/11/ 

*>JI °1# L 0 ^ wflH]-^ fe^^J- C^AV^. ^ 3. zj. 5fl*l 

.2.^ ^lxl^# swapping)^ 7^^ 1-^- ^-i: ^*>7)1 sq^tfl 

*fl# efl^l^E^ <£3 4^ nfl^l 16 a}°1#°1 zJ^tHr §-^^o] fltK Aj-7l ^ 

<48> [^*}-Al 3] 

Ri = Ri-2 ® f(Ri-i, Ki) i=l, 2, .... 16 
<49> Aj. 7 i £5b# ^^sj-tg , 2^711 n>ol3^. sj-ol^e^oi DES 3.°}^ 32«1 ^ 3^7] .31 o] 

t|(Ro)^- ?1 i^CKey ScheduleHH ^£ Ji^l (Ka)-I- ^ojsl 
^(f A )(550)# ^^-t- <^*Kil °1» S7l c-flolE-l L 0 ^ tiflBf^ 

>*7l ^4(Ri)» ^^31*1^bKB0)(510H1 *l ^U^ls}-, 

iL^iS|)*|iEH 32*}^.2) t-flolEKRi)^ 71 iTfl-^CKey Schedule) 

^-S?1(Kb)# SJ^oV *M*I ^(f B )(520)# -f-*M o^-g- ^^ji on- ^ 

71 cflolB] Rq^ BflBH feS^ «3*h§: ^*8«H ^"71 ^aZf(R 2 )» 4^ 31*1^ 

(AO) (540)efl T^^Kr ^12^-Tjl^ o]^o]^lcf. 
<50> 2^71] pfolHS. J*M=iq.ol DES 3.°}!= #71 ^SH3-§: A}-g-*M ^ 
^S. Al"g-*M 31°13# ^^71 nfl£-°j| ^ efl*1^7> 

-fM^Kr ^ ^71 #7_H1 5fl*l>iEl7V AflS^ 7^^-Cj-. 4^1, ^- ^ 

& 31*1^^ # 7fl^l 3M- -fi-*l*H 4€- eH*l^H>Hfe ^ S ^ ^7] 

^ ^^7} 7Br*}i}. £<g Rj (i=l,2 16) ^ 31*1^eH ItflS ^^*>^ 

Si 31* Ri&** S>^7l ^-<£ dJAfl^V 7}^3r}nf. # 7 ] ^^30)]^ xfl^ol ^a>^ 
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^ Ri^#* If- %}X]+B\0\) X\^Z>}Z\1&, Oj^ofl 7^1^ R ._ l2 |. R._ 2 ^S-O. x= Efl 

^EioflAi ti> ^7] ^oj: dj>jl^7> 7}^}7] nfl^-ofl o} #^ 7 1 ^°H1 A>o] a] ^ <£a]- 
°1 ^rM£ ^ ^o> ^ 7fl^ A>ol3^ ^ ^AVo] H> ^7}^ X\&^r 

=M, ^ 7fl^ A>ol3] cg-^ ^ 71]^ S-BOX ^1^^* *l"g-*M ^ 7}^} 

^. 

<51> ^, Aj- 7 ) £5b^ tiJ:^ #5]^- A}-g-^ ^7fl^ ?ll^iEl<4 Afc] ^ 

aS ^lS^J 0 !^. ^Sli, *b S-BOX *lSM?-3. ^ 7}^-*}- Al^-^- A>o]5ll ^ 

o>7)Sj^2f 7]9] 3.7}% 7}Z±t±. 

<52> £.6^: ^S^l iai sj-oixcej-oijjf P>oi3.5. sj-ojse}-^ ^p-2:# ^-g-tb DES <4 

<53> Aj-7] £6 .g. ^-s^, DES o^l*!*^ 64«1H£] 3HEi# 87flS. 

8«1S^ S3^°> *fll#3(CLKl)°ll ^ tH^l 31*1 ^ 

(IBR(L))(610)2l- £.€-«r *]*\ efl*l^ (IBR(R))(620H 32«1 
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ho} o^jojEi-I- *i#*Rr m&JftQ, Q^r <33 *\*\ EflxliE^ # 7 1 

^ »]3S) Efl^iE^S-^-Bl Zj-Zj-fi] 3201 £fl O] &\ ^llAj-O]^ ^fif *1] 

2A>c]s] f-^ofl jicfls. ^^a]^ 82^°rl^ ^*83^ ^12^-711 Sf, ^7} 2 

^TflS-^-E-]^ 32 tileo} cilc]El# #^ a] 3^ 5flX|^El (OBR(L))(640)2f _2-€-^ #^ 

^s] ell^^EK0BR(R))(650)# -f-^H AA 8*)E,*\ ^fl*}^ #^*Rt ^13^^]S. °l^f- 
°]^.^\-. 

^*\}*\S>-g., ^7} x\]2&7f\±r 31*1 ^Ei(IBR(L)) (610 H *1#3<H 9X 

^^-(f A )(634)l- -f-^ oj-^^ c^-g. ^ o^av ^-71 J^g-^ tf)^ efl 

^l^Ei(IBR(R)) (620)^1 SI'S 32ti]Ho} cflojE^ ^.2.5. Bj^ ^ 

^ ^^>(635)^r ^^*H ^> ^12#^(~CLK1)^ ^s}]^ efl^l^Ei 

(B0)(636)^l *i#o-Kr ^}^, SL^ »]*\ $}*}^&\ (IBR(R)) (620H1 t^J-sH & 

<5i 32tilM^ c-flolE^ ^JlJL ^ BiS* ?1 ^?fl#S^-Ei ^7)(K B )» 

*H*1 f-^(f B )(631)» -f^H ^ ^^-1- -SM ^ ttl 

si] el] *1^E-KIBR(U) (610)°fl 32w]M^ ^HEi* <£^-2-5. wflEH 

fee]^- <d^(632),°r ^4* *fll#^l(CLKlHl £|*iH 31^ efl*]^tH 

(AO) (633 H ^sHr 1=3:7115. o] =-o]^lc}. 

DES 34^1 ^^jzl- #^^r 64^1 E<y a>^, DES ^ Al^ofl^ HMe^ <^aV^^. 
S. 8*1 J=*! 0^337) nfl-g-ofl, 8 7fl3] 8Wl^# ^^Rr ^ ^(^l^H 64«lM 
o] °m $)x\^B] IBR3\- 64«1M^ 8«1M^ £-*fl^ ^ (*11 31^711 )ofl 

64wlM^) #^ h]s] efl^E] OBR-g: ^}-g-o-H ^ ^ ^ , DES ^(.*\}2&?\)) , #<3 
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^3 3^31 ^3.3. ngj-o] <£#^ ^-^^1 efloHel X\ (Latency)* 

*r 91^. at!", £5a2f ^ < a^>^ < y DES 3.°Y ^^^HH^ Lj 16^ 31 a} 

«H -T- b)1*1^H ^ ^^-*H ^sj-* ^<8*Rr 5L6°1] <&±r <>V^1 

3]*HH^r 167fl^ Rj %}x)^o\] Z\%f>}7] nfl-g-ofl z}- 

^ 8 7fl^ Rj ^i^H 8 e^JEL^iLS. &i=k 31*1^ AO 2] 

IBR(L) © fB^^M- AO © f B ^l A0^1 #^£r AO © f B 

2} <£*V*\} a}^7]^- OBRCLH ^^cf, 3l*l^e1 BO^l 

IBR(R) © f A °l^M- B0 © f A ^| ^t^H , 31*1^1 BO^l B0 ® f A ^l ^ 

ofl A>-g-s)7li4 eH^l^E] 0BR(R)°fl *13HatK 

S.7^r ^- ^^1 A>ols] ^<3] ^.g^^olcf. 

4 v 7l 5L7^r , A>olsl 32«]e^ c-flolE^ 1;^ A;* <&%Q°\ 

48«1S^ c-flolE-IS 1^-^*1 ^ (710) ^7} ^11^-^1^(710)^ 48«lM 

9] c-floiE^ ^1 ^?fl#s^-Bi i2?i(R A )§ <a^^ *iiiti})tq-3 feei^- ^-a-^ 

(730)^1-, 32«1SS1 tilojEi 1-^ Bj* ^^^V 48W1MS1 tflo]E^ ^12^-^m 
^-(720)^, a>71 »12^HI-*1 ^(720)^1 48W1S51 ^oIe^ ?] i?fl#5.^-£l iLS 
?] (K B )# ^^tt ^l2«flEl-^ feel^" ^^(740)^, #71 *fll ^ *)12 Hfl^ ^El^- 
a>-^-(730 , 740)3.^ 48^1^^ tflo]E^» <g^*h>l- Ai iaa] j^Se^)^ ^ ^ ^ 

» A^Kr ^El^^Ai (750)51-, Aj-71 <3El#3M(750)^f£l 48*\^4\ ^)o]b\^ ^^w> 
6 > ^Aj-^fji 32«m^l cflolElS. tfl*l*Rr S-Box ^1^(760)^, ^7} S-Box ^l«-^-(760) 
3.^2) 32H1S.51 cflolEll- ^-a> *l:g-*Kr P-Box *m-*jK 770)5* ^7) P-Box ^l^ 
(770)3.^ 32V]E.£\ ^}o]B\mr jr ( Se lect HI ^l*fl ^ 7fl2] 32*1^.31 31 o"| Ei ( f A 
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<58> ^^Als(Select)<Hl sl*JH ^^l-^U-K 750)54- ^£|#aH(780)Tr 

2fll#sj(CLKl) ^7\2\ ^^Hir 32W1MS1 cflo]B| f A # #^^>7fl *r^, A o V 

7] *fll#3(CLKl) ^7]^ *a_V«-o)lA-l^ f B # <S#a r °4 ^, 
^ f-^r^ *Hl#3(CLKl) ^7)5] ^aV«-oll^ 32 wl ^_°\ zl)o]z] ^ 127| K A # ^^«fl 
>H ^ ^WlO), fee}^- <S^(730), S-Box *l£Mf(760), nz\5l P-Box *1 

$^(770)5. ^Slfe A>o]s1 ^» <S^>^ f A S #3^, v}&7MS. <$7] 

*U#3(CLK1) ^7l^ *ti>«-o]l^ 32*1 ^ xi\]o}K\ Bj^ iL2:7l K B # «a^^V # 

32W1M5] tJ|o]i=l f B S ^ *1SHH710, 720)2]- P-Box 

*13HM770)^- Sl-olol^o. S ?M7}t5W d v> S-Box ^1^(760)^ ^-(R0M)°1M- SS^^ 
7}^- feel <Hello](PLA)S. ^th=K t!:7fl^ S-Box *1SHM- *}-8-*lH *b ^<L> ^ 

<59> £8^: A]&*k A>o]3t| 71 i^l^&l (Key Scheduller)^ o>?]HI^§. q-Ej-iflfe- 

<eo> #71 £8^- ^-S^, 71 i7fl#£l^ 56*1 H<q 7l(Key)# «a^<>H ^lMr afll 
*1 (PCI : Permutation Choice 1)(800)^, <#7] *D 1*1 ^d®?-^ 800 HI 2l*)H 5\ 

M 56*1^^ ^.3 .a. 28W1S51 ^ H*r*]*\ *)U#3 (CLK1H1 *i^Kr 

*fl 1*0*1 ^3(C A ) (810) ^ ^12511*1 iBl(D A ) (820)51-, >8-7l ^lll2ll*liBl ^ »l2efl*liE^ 
28H1MS1 71 (Key) 1:3 # Q^rSLS. , 4*}el S='-fe 4=1 51^ *fll 

3=^(830) ^124=) =M-?--(840)^-, ^lefl^^El ^ *fl 231*1^31 28^1 
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(Key) l;S]-8r ^^^1- 48«1 J±^7l (K A )» ^*Rr ^2^1$^^^-(PC2 : 
Permutation Choice 2X850)3. 8^ = 3. ^g-^Rr ^ll-R-^°l ^3^. ^ll-R- 1 ?}^ ^ 
^-g: cfnv *|)2#sK~CLKl)°l ^33^ *H2-fM?M ijJ if-^cf. 

<6i> «?! 8 ej-^c ^ofl^ z}- e^o.c 0 ].^ = e^.(830) ^ ^124=1 =S^-(840)7> 

4lil5fr w]h =^7} £85] H^S) 0 ! 
<62> XI i * ^12^^^-^- (PCI, PC2X800, 850)^ ^H^J .2.3. ^ 7>^-§>ZL 

S-Box ^^Hl wlsfl aj-nh 

<63> £9^ #^^) nfl3.S Sj-o] 3^.o]ji}. n]-o]aLS 3|-o] H.e}.o] f^f Aj-g-^l- DES oj- 

<64> # 7 ] 5.9* #S*>^, DES 6>?1^|^7> *1 $*■■§■ 7i*l ^ 

(y 0> z 0 ), (a 0 . bo), (c 0 , d 0 )# £^3. <a^^> Zi> bi , d if (i=l,2, . . . ,16) 
» (zie, zi 5 ), (bi 6 , bi 5 ), (di 6> di 5 )^r #^*Rr ^ # «l<g-J:S|- 3) 

olE] a 0 ^ boS-^-Ei bi. b 2) . .., bi 6 # 7tl4V*M bi 6 4 b 15 » #3*Hr ^$°-3. 
uf^ifl^rf. a 0 ^- b 0 » IP* 7]$. 64«1M^ «1 32a]M^ 

i-HH<HSl 33 # s}*>. ^ a 0 =L 0 =R-i o l^- b 0 =Ro°l c K DES 3°}7> 

7^1^ bl> b2( b 16 (bi=Ri)2l-jl bi» ^l^>7l *H BlBl 71 iTfl^Bl 

7> ^.2:7) Ki» A>ol5i ^ofl o^^s-il $>^ > Tgj-^o] ^m^^l^ DES 

<65> o}^, 3}-^^- Al^V t 0 o l^°fl 8 «MS ^ ^ € 3MEl# 
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efl^l^Ei IBR< *r33H=h =l*)5L *1*> [t 0 -t 2 ] 31*1^ IBRCD^r b 0 », 31*1 

— E ~] IBR(R)^ a 0 » -M^cf. -^A]ofl hIoJ-JlsJ. C0 2f d 0 » $ »M§ 

efl^l^Ei iBRofl ^r^«l-nf. nJ-BH 8 ^o] a1# [ti 6 -ti 8 ]^l>H 3]*]^ IBR^r 

co^ do^ &^g- 

<66> §^ 3f^^ <y-tf|j±i3, efl*]>iB] 0BR-£r ti°1M 31*1^ AOS* BO^H zi 6 ^ 

Zl6 Jif Zl5 ^ ^ efl^l^B] OBR^l^ [ti-tiy^^HH *1*> ti7°fl 

cfAl 31*1^ AO^ B0^ SKbie^ bi 5 )# SJE.*}- ^ 8 a>o]^ -fr*l*H ti 8 °fl 

<67> DES o. x\?} [t 0 -ti] efl^l^ IBR°fl & a 0 ^- b 0 -^ ^4 

[to-til^^lAi A>ol^ ^ f A § <^a]-^ a] tl °lH ^ bi = ao ® f(b 0) K x 
HI ^l^fl <a^el bi^ 31*1^ BO^l ^ 5£^. 

<68> a^V, a1# [ tl -t 2 ] ^^lAi 31*1^1 IBRCU^-El b 0 #, 31*1^3 BOS^-Ei b x 

# ^A-fl^- ^ XiAH.^, Al^> [t 1 -t 2 ] r f L ^HlA^ Ji2:?l K 2 » ?1 ^7ll#^Sl #^ K B ^ 

3 ^^-^ Al^l- [ti-t 2 ]^^l^ ^M^l f-^r f B « <3^H t^H ^ b 2 = 

b 0 ® f(bi, K 2 H ^sfl <£a>^ efl^Ei AOofl ^ Sicf. 

<69> SE*V, [t 2 -t 3 ]^^lAl ell^l^E-1 AO^-^-Ei b 2 », 31*1^ BOS-^-Ei b^ 

+ ^ $X——sL , Al^V [t 2 -t 3 ]^*HlAi £-2:7) K 3 » 71 i7H#ei^ ^ KbsL^e-1 <y 

Al^l- [t 2 -t 3 ]^?.HlAi AH ^ ^ f A » <?!AVs>^ Al^}- t3 oll A-l ^ b3 = bl e 
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f(b 2 , K 3 )°ll ^«fl b 3 ^:# efl*]iel B0<H1 9X^. 

<70> o}sq- ^-ol t0 S.^ bi^T* b 2 , b 3 , bi5» Tfl^H 

efl^liEiofl 8 *}o]W $91 ti 6 ^] bie* 31*1^ A0<^1 *i#^-o_5.*l 

a 0 ^ b 0 » ^^5. tlr'DES <d^M- #\fi^. ^-*H1 ti 6 ^H £H c 0 ^ d 0 # °- 

3, & DES ^^rl- 

<7i> i2 7l K; (i=l,2,...,16)^ *l«r PCI* 56W]e^ 3^ 711- ^4 ^ 

upr^ i «H 1, 2, 4, 6, 8, 10, 12, 14, 15, 17, 19, 21, 23, 

25, 27, 28(=0) wis ^ ^ 4=1 a] ^1 * a^lSHd^ PC2°fl £}.*fl 48 

tilS ^JzHcf. ^^H^ir ^KN ^^71 nfl^-ofl ^ ^7l ^ 

oV ^ 7 fl£] A>olsl ^ oJa>* t!" ^71 ^ 7fl ^*M<>> 

oil- 518*}- ^1 8 e^gr^S ^*Rr 7^ ¥ 7fl# A>-g-^. 

-B-^l^r ^ll#^(CLKl)AS. ^£]<H iLS7l Ki, K 3 , K 5 , K 7 , K 9 , Kn, Ki 3 , Ki 5 » 8 
BR:^ ^ ^^1, 7l^-<^^ -a-^2^ *\)2^m~CLKl)SL£. ^5]^ K 2 , K4, Kg, K 8 
. K 10 , K 12 , K 14 , Ki 6 !- 8 ^-£=1 ^tH}. 

<72> £10^ Al^-§ Afolsl 71 i^lfalSl ^Z]- u(-E}-tfl^ El-olnJ^olCf. 

<73> ^-71 £10* , K A 3}- Kb^ ^^-^ ^H^l f-^sl ^A>ofl ^A^r JiS^ 

^Ml^fe A} 71 ^71* M-E^^Cf. TS A ^ TS B ^ iL^-fr ^71 ^8fl PCI* 7i?l 

2:71 71 7> ^ ^n^ofl 4SSM^1 # wis ^ i^e^t}. £ lO^H (C A( D A ) ^ 

(C B) Db)^ °1 ^ 31*1^3 C A ^ D A ^ C B ^ Db^I -id^ PC2S. ^^LS. 

*l £* ^ sife «fl^- ^.a^i* s A ^ s B ^ ts a ^ TSe^l # ^ = ^ 
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«1M ^§ A ^= (Pi, QjHH ^S^r «lJ= M^W. ^ 

^°1H >S^*H=- £ch 

<74> oJ*l, *fl l = (P 0) QqHM TS A ^ TS B ^ 1^- 2JjL^ *fl^ E)|7liEl^ PCl^: 

71^1 3:71711- ialE<4 2H]S*1 ^SS^ ^izfl- f^sH PC21- I5?l Ki 

4 K 2 1: ^ 

<75> *j] 2 sJ-S-JE. (Pi, QiHM ^.2:71 K 3 al- K4I ^3^^>7l $J*fl>M, as TS A =4Sl- TS B =6^r 

1 ^-gr^^M €^ 4=1 =El^- 5fl^- efl^l^E^ 3(=4-l)t3]Eij. 4(=6-2)«lM 4| 

^ 4=1 HM^. 

<76> ^13^JE. (P 2 , Q 2 HH 127] K 5 ^- Ke# ^^*>7l fl«|)^ f a TS A =8^ TS B =10# 

Jfl3H *fl 2 Ehgr^H <2}^ 4=1 efl^Ei-I- 4(=8-4)«lS^ 4(=10-6)«1S ^ 

4=15.^*1-1}. 

<77> olaf ^-ol zj- (P i( Qi)<^l^i *fl# 31*1^1» SaSE^t S B «lM^ ^ 41 

*H 8 eh^-EL (P 7 , Q7HH TS A =27^ TSb=28(=0)«1 S 3±7)?}7} 3= Mi}, cf^- 
ofl cfA] *)1 1 e^JELS. l-o> 7 >7l 31 4* TS A =1^- TS B =27> S)7l $1*1H, S A =2 3? S B =2 
7V sqojoj: tbcf. ^ DES ^7lM- ^. ^7l 711- efl^l^ C A ^ Da^I ^ 

<78>. Sll^r #2fl7l #^ 1651-g:^ DES o>?]iB|^<4 ^ o} DES ^ 

<79> Aj- 7 | £11^- , ^^ofl^ -g- ^-^O] ^Sfl 71^4 ^ till ^SS^ 
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<80> #Sfl7l#ol 16£h£.EL DES o>?]a]^# <y#^ ^IL^ 

<8i> #71 £121- %^-s}t$., -g-^-sfe ^-^o] °]*V i^f 

<82> o}?l<a]^Tr ^JZ)- ^-o] ^ 7>^*1-Cf. £6^ 7}#^ 2^3] n>ol3S. 

Sj-Ol^efo] o>7m^# N 7fl ^^3. ^S}^ 7}^2] 2N #7j] n>o]3.5. 3}-o] n^o] o. ^ 

7fl^ S-Box ^Sfl^ *>*1^, N7fl^ 8 e}£-EL 

°1 °}?}^*\^ M 7flSl S-Box ^^o> ^-*H1 M 7fl^ *1 
7fl^ N3H 4^- 4?1^» HliE^ tf-g- Sl^l- £4. 

<84> [i 1] 



1 


e)|o|^A| 




S-Box 




1^- 2^n i 


8 


1 1 1 


1711 


27)1 




16 


1 1 1 


1711 


27fl 


|£ 7}^ 4#7}] 3W^H}?J | 


8 


1 2 1 


27B 


471) 




16 


1 2 | 


27fl 


47fl 


|£ ^^S) 7>#S] 8#31 sMs4?l 


8 


1 4 1 


47)1 


8711 




16 


1 4 1 


47fl 


87fl 


|& t 1 ^ 7\^s\ 16^^ sM = ete! 


8 


1 8 | 


87fl 


167fl 




16 


1 8 1 


87fl 


167)1 
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#s>7] ttfl^ofl I6^^^| DES <£^# 7}^£) 2 #3] sj-olse}^! ^» A>-g-sM 8 ^ 

DES ^^HL #^^51 3^-7^1 nfl=LS J^n^ol A>-§-^ X-^o} 2f 

3H>H iJ-^Rr DES <£4H) ^71^- DflES ^oi^oi^ jr^-^ ^-^sf-Al^i 

til^S^- <$^ ^» #7>A1^C]-. SE^b, -g- ^£ #Efl 7]^^ 16^^ DES 

o>7l^*H) xf-g-s)^ <y#^ *>-8-*Hr ^ tifl yss}^. a> 

-g-^m #3 «^ **eM ^3 ^ 
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1] 

tflolEl S.^ <£:n.e|#* °l-§-^ <&±st ^6\) 

64 ti]eo} c-flolEil; 87fl s 8«ls-»s| <a^^> *lll#sH 

<=>1BH- *|#sKr *fll^l; 

^-71 £4* <^ ^ 31*1^^ #7l ^^liBjs.^ 32 

a|Eo] CijojEi *lllA}ol3l ^51- ^l2Afolsl #^ofl JUcflS. % *\ ^ 82*3:1= ^ 

<#7] 2^7\}S-^]$\ 32«lEO^ DflolE^ #^ tf|3l Sll^l^BlSl- .SL-&«T #^ 

t»M 2fl*l^E}* ^ 8«1S^ £-nU<5H #s**Hr ^13^1 

2] 

*fl 1 &°H, 

-*7l *112#711^, 

<£2$ °m elH^E-H *)3)-J=W 5^ 32«UM cflo]El54>l iTll^^-E-l >$ 

^ iS7l» A>ol^ ^-*H ^S}- ^V-g; ^51-1- ^7l 

.2.^ ^3 afl^^dfi t^J-sH 32*1^ c^olE-lsl- UflEH ^e}^ o^-g- 

^r^^H ^ ^41- *112#§H1 ^*(M -2.^ eflxl^E]^ ^#sRr #7)1; ^ 
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JiSTl!- ^r-*f» QSL^- <d^# # 

71 efl^EHl *)#s)<H 32«]^^ yflE|-^ fee)^- 

3] 

#7] 2#t4HH DES ^iS al-g-SH ^ 7fl^ 3]*1^eH 

13 t 1 * 4] 

*« 2 %H] 

32*1 e 3] 3HEi ^^^V 48*1^3 tfM^S. ^-^>^ ^H^-^l 

32«lm^ cflolB] <a^^o> 48«l2M tiHEiS. ^2^^]%^-', 

^■7} ^23HJ-*1SH?-61 48Wl^^l Cflcl^«4 71 ^11^^ iLS7l» <9 ^ 
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#7l ^b)#b3]a^^-B1 48«1 t-flo]E|l- ^^of *i#*KH -32tilS^ nlHEiS. 
tfi*]S}fe- S-Box *i$m?-; 

#7l S-Box *1^5.^-B]o} 32 «1eo^ c-flojEil: ^ISrKr P-Box *l^f; 

#7l P-Box ^l^S^-E^ 32«1e^ c^olEll- -id^^LM -sf 7fl^ 32«1S^ 

^"71 ^El#aU^ rq^E]#H]A^ ^^IJrofl ^-71 *fll#*| ^7l^ 

S}- ^tiV^l ZfrZj- 4^- 32«1S^ CflolE^l- ^A>^ ^15}7]] is}^ ^ 

6] 

A 4 ^1 
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#7] ^lam-jd^^M 56*1^ ^ej^- 28«]S^ ^ Mils. M-^r 

£^ Ml^l-eM 4i=l5}^ all 14=1 ^ ^124=1 11^-; ^ 

^•71 *)U3l*liEi ^ ^]25fl^l^E^ 28^1^^ ^ lr§^ ^^^V 48«]M^1 ^.2: 

# ^-«l^H 8^=s ^U-B-^^l ^1^4 # 

-31 cf^ ^l2#^o] o^s}^ ^2-^-^1- 3 i^-SRr 3* ^ ^Jis* 

7] 

#7l ^11 ^ *fl2 ^l^d^fe Qo)o]^o_^ ^ 7>^>ZL 4=1 efl^^Eil- 
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1] 
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T 



] | Rs <«ef(R2."i5)~| 



I = _ = _ I 

I " " I 

. 1 . . J , 

|Lu=Rta I |Rt4=Uef(R 13 , Ku) | 
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S-BOX 1 



S-Box 2 


S-B 


0x3 


|S-B 


0X4 


S-B 




0X5 


S-Box 6 


S-B 
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[5L 4] 

I 



IBR: 

Input Buffer Register 
64-bits (8-bytes) 



08R: 

Output Buffer Register 
64-bits (8-bytes) 



Input Byte Stream 



FIFO 




DES CORE 



64-blt PiaiN Text -> 
64-bits Cipher Text 




Output Byte Stream 



FIFO 



Tinp 
8Clock Cycles 
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7 



Tout 
8Clock Cycles 
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i-th Plain Text 


li : i-th Input Processing 


C,: 


i-th Cipher Text 


Di : i-th DES Processing 






Oi : i-th Output Processing 
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It 




• 


• 


• 


li 


• 


• 


DES Stage 




Do 


D, 


D 2 


• 


• 


Dm 


• 


• 


Output Stage 
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[£ 5a] 
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6] 
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[5L 8] 
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